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Outline



Software Tools

ÅWhat tools do you use to develop and 
debug software?



Software Tools

ÅWhat about correctness tools?

ÅHelp programmer deal with program 
errors :
ïErrors using a programming language 

feature (E.g. referencing an uninitialized 
variable)

ïErrors in API usage



Testing 

Å Instrument the property as 
a òmonitoró state machine

ÅRun the program on several 
inputs to see if the monitor 
reaches a bad state

ÅLimited coverage

ÅNo false errors 

Two approaches

Static Analysis

ÅBuild CFG of the program 
and include only the relevant 
state

Å Flow analysis over the CFG 
to see if the program 
reaches  a bad state

ÅFull coverage (proof)

ÅCan get false errors



Soundness vs. Completeness



Soundness vs. Completeness: Example
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Elusive triangle

Large programs

Deep 
properties Automation

We will let 
go of this 
one!
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Past, Present and Future
ÅFirst generation 
ïheuristic tools 
ïwidely deployed and used

ÅSecond generation
ïsound tools
ïnow beginning to be widely used

ÅThird generation
ïcombinations
Åverification with testing
Åprogram analysis with statistics

ïactive area of current research



First Generation of Correctness Tools

ÅPREfix
ïdetailed, path -by-path interprocedural analysis
ïheuristic (unsound, incomplete)
ïexpensive (a few days on Windows)
ïeffective at finding bugs

ÅPREfast
ïuser-supplied plug-ins find bugs by traversing AST
ïdesktop use, easily customized

ÅWidely deployed in Microsoft
ï1/6 of bugs fixed in Windows Server 2003 found by these 

tools



PREfix

ÅDetects errors in C/C++ code
ïnull pointer, memory allocation, uninitialized value, resource 
state, library usage, é

ÅPath-sensitive analysis
Å Interprocedural
ïbottom up traversal of call graph
ïmodels routine by examining limited set of paths (100)
ïapply model at call site
ïexpensive, batch computation for large systems

ÅLarge effort to minimize effects of false positives
ï filtering and prioritizing error reports
ïheuristics tuned to reduce noise (at cost of precision)
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PREfix Example

int myfunc(int j) 
{

int k;

if  ( j == 0 )

k = 1; 

return k;
}

Path 
#2

Reserve memory
for variables j, k

Is j initialized?
Evaluate j  == 0
Result: unknown
Assume j != 0

Is k initialized?
No! Report Uninit
Assign: return = k

Path 
#1

Assign: k = 1

Reserve memory
for variables j, k

Is j initialized?
Evaluate j  == 0
Result: unknown
Assume j == 0

Is k initialized?
Assign: return = k



PREfixSummary

ÅAdhoc, but extremely scalable defect 
detection tool

ÅHuge impact in Microsoft
ïComplemented testing by exploring òrareó 

paths

ïPart of  Visual Studio



PREfast

ÅFront -end of C++ compiler with clean 
AST
ÅPlug-ins traverse AST looking for 

specific patterns
ïStructural ògrepó

ÅEnormously popular
ïDesktop checking (fast & private)
ïEasily customizable

ÅShipped in Visual Studio
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PREfastExample

char *p1 = new char[10]; 
char *p2 = new char[10];
Χ
delete[] p2;
delete[] p1; 

Whatõs wrong with this code?

Can leak memory 
<pointer> due to an 

exception from second
new operation. 

char *p1 = new char[10];
char *p2;
try { p2 = new char[10]; }
catch (std::bad_alloc *e) {
delete[] p1; 
}
Χ
delete[] p2;
delete[] p1;

Yes, its ugly,
and necessary in a non-GC language.



Metal

ÅGcc extensions developed by Dawson Englerõsgroup at 
Stanford

ÅHeuristic analyses to scan AST and CFG

ÅScales to millions of lines of C/C++ code

ÅExtensively used on open source code bases to find 
and fix several errors

ÅThey have formed a company Coverity to sell these 
tools



Second Generation of Correctness Tools

ÅSLAM: Software Model Checking
ïSound analysis of programs
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What rules can SLAMcheck for?

ÅProperties are 
specified using state 
machines

ÅTool checks for all 
violations of the rule on 
the property

ÅCounterexample driven 
refinement is used to 
reduce false errors.



Source Code

Testing
Development

Precise
API Usage Rules

(SLIC)

Software Model
Checking 

Read for
understanding

New API rules

Drive testing
tools

Defects

100% path
coverage

Rules

Static Driver Verifier


