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PROBLEM



Software validation problem

Does the software work?
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| hope some hacker

cannot steal all my
money, and publish all
\__my email on the web

Does the software

| hope it can handle
my peak
transaction load

problem

| hope it doesn’t
crash!

?

| hope it still
interoperates with
my other software

in the same way
as the previous
version!



How do we do software validation?

Testing:

* The “old-fashioned” way
* Run it and see If it works
* Fixitif it doesn’t work

« Ship it if it doesn’t crash!




What Is wrong with testing?

program correctness, Today a uswal technigue is to mske a program and then to
test it. But: program testing can be a very effective way to show the presence
af bugs,; but is hopelessly inadequate for showing their sbhsence. The only
effective way to raise the confidence level of a program significantly is

to give a convincing proof of its correctrness. But one should not first make
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The Humble Programmer.

by

Edzger W.0ijkstra

BAs a result of 2 long seguence of coincidences | entered the programming
profession officislly on the first spring momning of 1352 and a5 far as | hawe
been able to trace, | was the first Dutchman to do so in my country. In
retrospect the most amaiing thing was the slowness with which, at least
in my part of the world, ths programming profession emerged, a slowness
whick is mow hard to believe. But 1 am grateful for two wivid recollections

from that periond that estshlishk that zlowness beyond any doubt.



Program Verification

The algorithmic discovery of properties of a
program by inspection of the source text

- Manna and Pnueli, “Algorithmic Verification”

Also known as: static analysis, static
program analysis, formal methods,....



Difficulty of program verification

» What will you prove?

— Specification of a complex software is as
complex as the software itself

 "Deep” specifications of software are hard
to prove

— State-of-art in tools and automation not good
enough
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We will let
go of this
one!

Elusive triangle

Large
programs

Deep
properties

Automation
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void Foo( int * ptr, int const * ptrToConst, int * const constPtr,
int const * const constPtrToConst ) {

*ptr = 0;
ptr = 0;

*ptrToConst = 0;
ptrToConst = 0;

*constPtr = 0;
constPtr = O;

*constPtrToConst = 0;
constPtrToConst = 0;

}
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void Foo( int * ptr, int const * ptrToConst, int * const constPtr,
int const * const constPtrToConst ) {

*ptr = 0;
ptr = 0;

*ptrToConst = 0; // Error! Cannot modify the pointee
ptrToConst = 0;

*constPtr = 0;
constPtr = 0; // Error! Cannot modify the pointer

*constPtrToConst = 0; // Error! Cannot modify the pointee
constPtrToConst = 0; // Error! Cannot modify the pointer

}
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http://www.microsoft.com/whdc/devtools/tools/sdv.mspx

http://en.wikipedia.org/wiki/Microsoft Platform SDK

http://www.gotdotnet.com/team/fxcop/
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http://research.microsoft.com/specsharp/
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http://en.wikipedia.org/wiki/\WWorse is Better

Worse is better, also called the New Jersey style, is the name of a
computer software design approach (or design philosophy) in which
simplicity of both interface and implementation is more important
than any other system attribute (including correctness, consistency,
and completeness).
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http://en.wikipedia.org/wiki/Computer
http://en.wikipedia.org/wiki/Software_design
http://en.wikipedia.org/wiki/Design_philosophy
http://en.wikipedia.org/wiki/Interface_%28computer_science%29
http://en.wikipedia.org/wiki/Worse_is_Better

http://en.wikipedia.org/wiki/Robert Tappan Morris
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http://en.wikipedia.org/wiki/Robert_Tappan_Morris

Today on

Compare Tips &
CHET

Ti . X
Reviews prices ! Tricks

Today on News siness Te Cutting Edge | Access | Threats | Media 2.0 | Marke

Search:

Nimda still a global threat

By Robert Lemos
Staff Writer
Fublished: September 24, 2001, 12:30 PM PDT

[F TalkBack | | ] E-mail | |[=] Print

The multifaceted Nimda worm continued to spread over the
weekend, hitting Morth America on average five times harder than
any other region.

Antivirus company Trend Micro's World Virus Tracking Center reported
that 120,000 new infections were detected worldwide in a 24-hour
period ending noon Monday POT, bringing the total number of copies
of the Nimda worm found by Trend Micro to 1.3 million.

"With most of our corporate customers, we are really in cleanup

mode,” said Trend Micro spokeswoman Susan Orbuch, adding that

the numbers indicate it's one of the largest epidemics that the

antivirus firm had ever seen. "It's hard to explain the spike. Many
corporations could be directing their end users to our (onlineg) House [

@ hittp: /vy . cnet. comf?tag =hdragif

23



Secure Coding

Inside the Windows

Security Push

The Microsoft Windows development team spent two months
in 2002 analyzing product design, code, and documentation
to fix security issues. The results of this security push include a

new process and several lessons learned for future projects.

uring February and March 2002, all feanire

development oo Windoas products ot M-

crosoft gopped o that the complete Win-

dows development team could amalyze the
product desigm, code, test plans, and doc umentation Ec
mecurity izsues, Ourteamat Microsoff named the proces
the Windoas Security Push. The mecurity push proces:
was derived fom the NET Frmewod: Securiy Push
project conducted inDecember 2001,

Mleat Windows feature teams fnished the Windoas
Security Push in March, and since then, the comparry has
pediormed many cther pushes acroes s product line in-
cluding S0IL Server. Office. Exchange. and others. Thiz
article outlines the Windoas Security Push process inde-
tail as well as the miiomle behind it and wome of the
Jessonslear ned from it.

The rationale for the push

The driving e behind the Windows Security Push
was Bill Gates” “Truetworthy Computing” mema ofJan-
mary 2002 fsee wwessmicrosol. com presspass e
craig/ 1002 rusworthyapasp i a copy). Inthat memo,

RN I R S

el ——

fizk that one big; push at the end {inwhich
all beamy membsers spent time Ecusing on
mothing but security) woald be worttowhile,

evenifit meant slipping the schedule

And it was worthwhile: the team made 1 fea impor-
tant changes ta the MET Famewark including phcing
the State Service (an optioml companent usad bo main-
tain HT TP state) and the ASPIMET worker process {used
to ereate dyrmmic contenton 1 Web server) indower priv-
ileged acconnts, rather than SYSTEM. Funningcode s
EYETEM gives administmters minimum haslke, but :uch
1 configumation ignores the principle of “least privilege”
IF hackers were bo compromise the server, v example,
they oovild have used the ASPINET process torun attack:
oode with SYSTEM privileges. Thue, changing the de-
Eault confign mtion sothat &SP NET rume with minimal
privileges wasa goodidea.

The team also let administmtors opt in suppoct for
downloading and executing Inter net-based code mther
than executing mich partially mueted code with no inber-
wction. Marry threats come from malicious Internet-
barne codde, 50 & made perfect sense bo provide that func-
tiomalityas an option, not & 1 default.
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Mibcrosod
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States

unsafe

unsafe

unreachable
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Reading Assignment (for next

class)
» “Righting Software” paper

http://research.microsoft.com/~larus/Papers/IEEE SW Righting Software.pdf

« Chapter 1 (only written chapter © ) of Ball
& Rajamani’s book

« “Automating software testing using static
analysis” paper
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http://research.microsoft.com/~larus/Papers/IEEE_SW_Righting_Software.pdf

Reading assignment (for class
after next)
* Read "Findbugs” paper

http://portal.acm.org/citation.cfim?doid=110
8792.1108798

* Read “"Java Bytecode Verification™ paper

http://Gallium.inria.fr/~xleroy/publi/survey-
bytecode-verification.ps.gz
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