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ABSTRACT

This paper addresses the problem of detecting and resolv-
ing conflicts between switching controllers of hybrid systems.
We consider systems composed of a base system with multi-
ple switching controllers, each of which independently con-
trol the base system dynamics so as to conform to their
individual specifications. We propose a methodology for de-
veloping such systems in a modular manner based on the
notion of conflict-tolerant specifications that specify the
future behaviour even when the specification has been vi-
olated in the past. Conflict-tolerant switching controllers
must be designed to continue offering advice even when their
advice has been overridden in the past. We show that such
switching controllers can be composed using a simple prior-
ity based scheme which guarantees the maximal use of each
switching controller. We also give an algorithm for verifying
conflict-tolerant switching controllers when the specification,
the base system and the controller are given as rectangular
hybrid automata.

1. INTRODUCTION

The problem of engineering large software intensive systems
is growing exponentially with the increasing sophistication of
software. This has inspired a number of approaches for orga-
nizing software to improve the reliability of software systems.
Many of these approaches propose a feature oriented devel-
opment paradigm, where feature specifications are derived
from domain requirements and features are implemented to
satisfy such specifications. By suitably composing features,
multiple software products can be engineered [19]. Histori-
cally, this approach has been followed in the telecommunica-
tions industry. In the automotive industry, advanced safety
features such as electronic stability control, collision avoid-
ance etc. [12] are developed as part of a software product
line, and a subset of these features is integrated into differ-
ent automotive products based on the needs of customers.

We view systems developed using this paradigm as consist-
ing of a base system along with multiple features where each
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feature advises the base system on how to conform to the
feature specification. One of the problems faced in integrat-
ing various features in such systems is that the system may
reach a point of “conflict” between two (or more) features,
where the features do not agree on a common action for
the base system to perform. This situation is an instance of
what is referred to in the literature as the feature interaction
problem [15, 13, 10].

Consider a development model where individual features are
specified by original equipment manufacturers (OEMs) and
implemented by third party vendors. The OEM must verify
that feature implementations conform to their specifications.
In addition, the OEM must integrate various features into a
final product. Detecting and resolving conflicts between fea-
tures during feature integration poses a significant challenge
for OEMs. Conflict between two features can, of course, be
resolved by respecifying or redesigning one of the features.
However this is often not possible in practice and there is
no guarantee that the redesigned feature does not conflict
with some other feature. Moreover, redesign of a feature for
handling specific conflicts reduces the scope for reusing the
feature in multiple contexts.

An alternative to redesign is to suspend the feature with
lower priority so that the base system can continue with the
advice of the higher priority feature. However the issue now
is how and when to resume the suspended feature so as to
maximize its use.

Our Approach. In this paper we propose a formal frame-
work for developing feature based systems in a way that
overcomes some of the problems outlined above. We work in
the setting of real-time features so as to model more closely
the timed-dependent features that arise in the automotive
domain. The framework is based on the novel notion of
conflict-tolerance, which requires features to be resilient or
tolerant with regard to violations of their advice. Thus, un-
like the classical notion of a feature, a conflict-tolerant fea-
ture can observe that its advice has been over-ridden, takes
into account the over-riding event, and proceeds to offer ad-
vice for subsequent behaviour of the system.

The starting point of this framework is the notion of a
conflict-tolerant specification of a feature. A classical safety
specification can be viewed as a prefix-closed language of fi-
nite words containing all the system behaviours which are
considered safe. This can be pictured as a safety cone in the



tree representing all possible behaviours, as shown in Fig. 1
(a). A conflict-tolerant specification on the other hand can
be viewed as an advice function that specifies for each be-
haviour w of the base system, a safety cone comprising all
future behaviours that are considered safe, after the system
has exhibited behaviour w (Fig. 1 (b)).

@

Figure 1: The conflict-tolerant specification on the
right advises on how to extend w even though its
advice has been overridden (dashed line) in the past
when generating w.

To illustrate how a conflict-tolerant specification can capture
a specifier’s intent more richly than a classical specification,
consider a feature that is required to release (denoted by the
event “rel”) a single unit of lubrication every 1 second. A
classical specification for this feature may be given by the
timed transition system shown in Fig. 2(a). The state in-
variant “z < 1”7 is to be interpreted as a “time-can-progress”
condition: thus as long as the value of the clock x is less than
1, the specification recommends letting time elapse. How-
ever when x = 1, time elapse is no more recommended and
instead the action rel is recommended “urgently”. Fig. 2(b)
and (c) show annotated timed transition systems denoting
conflict-tolerant specifications that induce the same classical
specification shown in (a). These transition systems differ
from the classical one in two ways. The dashed transitions
are to be read as “not-advised”, and they enable the specifi-
cation to keep track of events that occur in violation of its
advice at a given state. Secondly, in a state the time-can-
progress condition can be violated to let time elapse against
the advice of the specification. In this case time elapses but
control remains in the same state. Thus specification (b),
advises rel urgently at all times after 1 second from the
previous release, until its advice is taken. When z < 1, its
advice is only to let time elapse; If the event rel is performed
against its advice, it uses the dashed transition to keep track
of this and resets its clock z. If its advice is not followed
when x = 1, it continues to advise that rel be done urgently,
i.e. time elapse is no more recommended

The specification (c) keeps track of whether the previous
release was “on time” or not and changes its advice accord-
ingly. Thus it advises rel 0.5 seconds after the last release
if the previous release was “late” (lightly shaded state) and
advises rel 2 seconds after the last release if it was “early”
(darkly shaded state).

A conflict-tolerant feature implementation can be viewed as
a timed transition system with transitions annotated as ad-
vised and not-advised, similar to the conflict-tolerant speci-
fications described above. A feature implementation is now
said to satisfy a conflict-tolerant specification (with respect
to a given base system), if after every possible behaviour w
of the base system, the behaviours of the base system that
are according to the advice of the feature implementation are
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Figure 2: A classical spec (a), and conflict-tolerant
specs (b) and (c¢) that induce the same classical spec
(a).

contained in the safety cone specified by the specification for
w. We address the natural feasibility and verification prob-
lems in this framework and give decision procedures to solve
these problems in the setting of Alur-Dill timed transition
systems.

An important aspect of our framework is the fact that
conflict-tolerant features admit a simple and effective com-
position scheme based on a prioritization of the features be-
ing composed. The composition scheme can also be viewed
as a conflict resolution technique. The composition scheme
ensures that the resulting system always satisfies the specifi-
cation of the highest priority feature. Additionally, it follows
the advice of all other features F', except at points where
each action in the advice of F' conflicts with the advice of a
higher priority feature. It is in this sense that each feature
is mazximally utilized.

In summary, the contributions of this paper are:

e Formulation of the novel notion of conflict-tolerance in
the context of timed systems.

e Algorithms for (i) checking whether it is feasible to
construct a conflict-tolerant feature for a base system
and a conflict-tolerant specification, and (ii) for veri-
fying whether a conflict-tolerant feature is valid for a
base system and whether it satisfies a conflict-tolerant
specification.

e Formulation of a prioritization scheme for composition
of conflict tolerant features in a way that mazimizes
the use of each feature.

Related Work. In [11] it is argued that system verification
must be decomposed by features as every feature naturally
has an associated property to be verified. There are several
approaches in the literature where features are specified as
state machines and a conflict (in the untimed setting) is de-
tected by checking whether a state in which the features ad-
vise conflicting system actions, is reached [15]. The problem



of conflict detection at the specification stage is addressed
in [9], where conflict between two feature specifications in
temporal logic is detected automatically.

Our approach of viewing features as discrete event con-
trollers [18] follows that of [21, 5]. In both these works,
the main issue addressed is that of resuming the advice of a
controller once it has been suspended due to conflict with a
higher priority controller. In [5], specifications are designed
to anticipate conflict, by having two kinds of states, in-spec
and out-of-spec. When a controller’s specification is violated
it transitions to an out-of-spec state from where it passively
observes the system behaviour, till it sees a specified event
that brings it back to an in-spec state. Note that these
controllers do not offer any useful advice in the out-of-spec
states. In [14] a rule-based feature model and composition
operators for resolving conflicts based on prioritization is
presented. However, the notion of a conflict-tolerant speci-
fication (as against the feature implementation itself) is ab-
sent in their work.

In recent work [7] we have studied the notion of conflict-
tolerance in an untimed setting, and exhibited a similar
framework. The contribution of the present paper is the for-
mulation of conflict-tolerance in the real-time setting, and
the solutions to the feasibility and verification problems.
The techniques we use are essentially along the lines of [2,
8].

In [6], an algorithm for checking compatibility between two
components, i.e. whether they satisfy each other’s assump-
tions with respect to timing constraints, is provided. Our
work on the other hand is more a methodology for conflict-
resolution and modular system design.

The rest of the paper is structured as follows: After prelim-
inary definitions, in Section 3 we elaborate in a hybrid set-
ting the view of features as controllers and illustrate conflict
between features. We then introduce the notion of conflict-
tolerance in Section 4. Finally in Section 5, we describe our
composition scheme and provide a precise formulation of the
claim that the controllers are maximally utilized.

2. PRELIMINARIES

Let X, Y be sets. Let R be a relation between X and Y, i.e.
R C X xY. We define the domain of R, denoted domain(R),
tobe {x € X | Jy € Y and (z,y) € R}, and the range of R,
denoted range(R), to be {y € Y | 3z € X and (z,y) € R}.
Let Z be a subset of domain(R). We define the restriction
of R to the set Z, denoted R> Z, as

R>Z ={(z,y) € R|x € Z}.

Let X — Y denote the set of functions from X to Y. Given
a function f : X — (Y — Z) and a set W such that W C Y,
we denote by fW, the function g : X — (W — Z) such
that for all z € domain(g), g(z) = f(z)>W. Given a set
LCX - (Y —Z),by LEW wemean {fW | f € L}.
By f>w we mean f{w}.

Let W be a finite set of variables. We will assume in the
sequel that for each variable w, there is a set K,, C R, which
denotes the set of values that w can take. We say that w is a

discrete variable if K,, is finite, otherwise it is a continuous
variable. A waluation for a variable w € W is a function
w : W — R such that w(w) € K. For a set of variables W,
we denote by W the set of all valuations for the variables in

w.

Let R™, where n >= 1, denote the set of all n-tuples of real

numbers, i.e. {(z1,...,zn) | z; € R}. For a set of variables
W = {wi,...,wn}, we can represent a valuation w as a
vector w € R", defined as w = (w(w1),...,w(wy)) with

the implicit ordgring w; < wg < --- < wy. For a set of
valuations W, W denotes the set of vectors associated with
the valuations in W.

Let f : R — R be a real-valued function. The function f has
a left limit | at a point p € R, denoted lim,,_,,— f(x) = I, if
for any real number € > 0, there exists a real number § > 0
such that for all z € R, if p — § < = < p, then we have
|f(z) —1] < e By f(p~), we mean the left limit of f at p.
The function f has a right limit [ at a point p € R, denoted
lim,_, + f(x) =1, if for any real number € > 0, there exists
a real number § > 0 such that forallz € R, if p < z < p+9,
then we have |f(z) — | < e. The function f has a limit | at
a point p € R, denoted lim,—, f(z) =1, if lim,_, - f(z) =1
and lim,_,,+ f(z) = 1.

We say f is left continuous at a point p € R if
lim,_,,- f(x) = f(p) and is right continuous at p if
lim, ,+ f(z) = f(p). We say f is continuous at p iff it is
left continuous and right continuous at p, i.e. limy—, f(z) =

f(p)-

We say f is differentiable at a point p € R if the function h
has a limit at p, where h is defined on R\ {p} as

z—p
The limit of h at p, i.e. limz—ph(z), if it exists, is called the
derivative of f at p and is denoted f(p).

Let [a,b) be an interval that is a subset of R. We say f is
continuous in [a, b) if f is continuous at every point in (a, b)
and f is right continuous at a, i.e. lim,_ .+ f(z) = f(a).
We say f is differentiable in (a,b) if f is differentiable at
every point in (a, b).

A vector-valued function is of the form f : R — R", i.e. for
any point z € R, f(x) is a vector in R". Such a function
f can be described in terms of n component functions f; :
R — R such that f(z) = (fi(x), -+, fu(x)). The limit of
f at a point p € R is obtained by taking the limits of its
component functions in the following sense:

limap (@) = (lima—p 1 (@), limy—p fu ().

The one sided limits can be obtained in a similar manner.
The function f is continuous at p if lims—,f(z) = f(p).
If the component functions of f are differentiable, then the
derivative of f can be obtained by differentiating the com-
ponent functions as follows:

f) = (/i) fa(p)).

Let W = {wi,--- ,wn} be a set of variables. Let W be



the set of all valuations for the variables in W. Given o :
R>o — W, let 0’ : R>o — W be a function such that for all
t € R>o, 0'(t) = w, where w = o(t). We say o is continuous
(right continuous) at a point p € R if ¢’ is continuous (right
continuous) at p. We say o is differentiable at p if o’ is
differentiable at p. We extend these definitions to intervals
[a,b) C R in the expected manner.

2.1 Signal

We will model the behaviour of a hybrid system using the
notion of a signal as defined below.

DEFINITION 1 (SIGNAL). A signal over a set of vari-
ables W is a function o : I — W where

e the domain I is an interval [0,r) for some r € Rxq
and

e o has only finitely many points of discontinuity. Thus,
there is a strictly increasing sequence of time points
to =0<t1 <t2 <--- <tn =71 such that for every
keO0,---,n—1, o is continuous in the interval I, =
[tk,tk+1).

The definition above is adapted from the definition of tem-
poral behaviour in [4]. Note that given an interval I, =
[tk,trk+1) where k € {0,...,n — 1}, o is right continuous at
the points of discontinuity .

We denote by W the set of all signals over W. A signal
language L over W is a subset of W. Let € : [0,0) — W
denote the empty signal , i.e. the signal whose domain is
an empty set. Let o1 : [0,¢1) — W and o2 : [0,t2) — W
be signals in WW. We define the concatenation of o1 and o2,
denoted o1 - 02, to be the signal o : [0,¢1 + t2) — W given

by
O’(t): O’l(t) Tft<t1
0’2(1‘/7151) if t1 <t<t;+ts.

For signals 01,02 € W, we say that o1 is a prefiz of o2,
denoted o1 < o2, if there exists a signal o7 € W such that
o1 - 0] = 02. We say that a signal language L over W is
prefiz-closed if whenever 7 € L and ¢ < 7, we have o € L.
For a set of signals . C VW and a signal o, we denote by
exto (L), the set of extensions of o that are in L, i.e.

exts(L) ={r €W |o- 1€ L}

2.2 Hybrid Automata

Our definition of a hybrid automaton is adapted from the
definitions of hybrid automata in the literature [20, 16, 3, 4,
1, 17]. We first define the components of a hybrid automaton
and give an informal description of what the components
stand for. The way in which the components are used will
be described formally when we define a trajectory of a hybrid
automaton.

DEFINITION 2
tomaton is a tuple

H={(Q,V,C, F,init, tcp, —)

(HYBRID AUTOMATON). A hybrid au-

where

e (Q is a finite set of discrete variables. The finite set Q
is the set of modes of H.

e V is a finite set of state variables (discrete or con-
tinuous). The set V represents the states of H. A
configuration of H is a pair (q,v) € Q X V. The set
C C V is the set of variables controlled by 'H, i.e. H
constrains the initial value, continuous flow and resets
of variables in C. Let C denote the set of uncontrolled

variables of H, i.e. C =V \ C.

o Let D = C — 2% be the set of maps specifying a set
of derivatives for wvariables in C. Then, F : Q —
(V — D) assigns to each mode a flow condition
which constrains the time derivative of the continu-
ous flow of the controlled variables. Thus, Vq € Q,
Vv € V, ifd = F(q)(v), then the time deriative of
the signal of ¢ € C must be in d(c). Alternatively, D
can be looked at as defining a set-valued vector field
D which prescribes the laws of continuous flow for the
controlled variables. We assume that such a vector
field is Lipschitz continuous (see Section 7?). We also
assume that for a discrete variable u, F is such that
Vq € Q,Vv € V, ((F(q)v)u) = {0}, i.e. the signals of
u are constant in every mode.

o init C Q x C specifies a set of initial configurations
given by {(q,v) | (q,v>C) € nit}. Thus, init does
not constrain the initial values of the uncontrolled vari-
ables.

o tcp : Q — 2V assigns to each mode a time can
progress condition, i.e. if v € tcp(q), then it is pos-
sible for the automaton H to evolve continuously from
the state v.

o —C Qx2Vx(V = 2% xQ is a jump relation. Then
for a jump e = (q,g, reset,q’) €—, q is the source
mode, q' is the target mode, g is the subset of states
from which the jump e is enabled and reset : V. — 2€
is a function which gives the possible values that the
controlled variables can be reset to after the jump e.

For a mode q € Q, by Fq we mean the flow condition F(q),
and by tcp, we mean the time can progress condition tep(q).
Note that init does not constrain the initial valuations of
the uncontrolled variables. Similarly, the flow condition Fg
does not constrain the continuous flow of the uncontrolled
variables. However, the set {cp, can be used to express any
assumptions on the valuations of the uncontrolled variables
and the controlled variables in a given mode q. It can also
be used to force a change of mode and thereby change the
laws of continuous flow prescribed by Fg.

Let [a,b) be an interval that is a subset of R>g. Let 7 :
[a,b) — V be a function which is continuous in [a,b) and
differentiable in (a,b). Let (q,v),(q,Vv’) be configurations
of H. We say that 7 is a witness of H evolving continuously

from (g, v) to (q, v') iff the following conditions are satisfied:



o 7(b7) =V,
e for all t € [a,b),7(l) € tep, and

e 7 can be decomposed into the functions 7 & C :
[a,b) — C and 7= C : [a,b) — C such that for all
t € (a,b),7(t)2C € Fq(7(t)).

Let (q,v) be a configuration of H. We say that time can
progress from (q, v) to reach (g, v') iff there exists a function
7 : [a,b) — V which is a witness for a valid continuous
evolution from (q,v) to (q,v’). By (q,v) = (q,v'), we
mean that 7 is a witness of H evolving continuously from
(q,v) to (q,v').

DEFINITION 3 (TRAJECTORY OF H). Let I = [0,7) C
R>o9 and W = QU V. A trajectory of H starting from a
configuration (q,v) is a signal 7 : I — W such that the
component signals T=>Q : I — Q and TV : I — V satisfy
the following conditions:

e Fither T Q(0) = q,7=V(0) = v or 72> Q(0) =
qd, 7=V (0) = v’ and there exists (q,g, reset,q’) €—
such that v € g and v' > C € reset(v). Thus, T starts
either with a continuous evolution from (q,v) or with

a jump from (q,v) to (q',v').

e [For every k from 0 to n — 1, in the interval I, =
[tkyti+1), T &= Q is a constant function and T =V
is continuous. Let qi denote the value of T = @Q in
the interval I,. Let o denote the restriction of T to
the interval [ti,tk+1), i.e. o = T [tk,tk+1). Then
(e, TV (t) 2 (qu, 72 V(tks1)) (valid continuous
evolution).

e 7>V can be further decomposed into the signals 7>
C:I1—-Cand7>C: I — C such that for every k
from 1 ton—1

— either there exists (qk-1,8, reset,qx) €— such
that T = V(t;) € g and 7 = C(ty) € reset(r
V(ty)) (i.e. H jumps);

— orqk-1 =9k and T=C(t;) = T7=C(tx) (H does
not jump).

Let Traj 4 ) (H) denote the set of trajectories of H starting
from a configuration (q,v). Let Traj(H) denote the set of
trajectories of H starting from any (q, v) which satisfies init,
i.e.

Traj(H) = {7 € Traj H) | (a, v C) € init}.

qYV)(

The signal language of ‘H starting from a given configuration
(q,v), denoted Lq,v)(H) is defined as

L(va) (H) = {TBV | TE ﬂaj(q,v) (H)}
The signal language of H, denoted L(H), is defined as
LH)={rV |7 € Traj(H)}.

We say a hybrid automaton H is deterministic if for any
signal o € L(H), there is exactly one trajectory 7 € Traj(H)
such that 7>V = o.

Let o : [0,7) — X be a signal over X where X C V. We
define the configurations of H after o, denoted config, (o),
to be

configy (o) = {(q,v) |37 € Traj(H) st. 72X =0,
T2Q(r )=qand TE=V(r ) =v}.

We define Lo(H) = Uqy)Lv)(H), where (q,v) €
configy (o).

DEFINITION 4  (PrODUCT). Let H1 =
(Q1,V,C4, Fu, inity, tepy, —1) and Ho =
(Q2,V, Ca, Fa,inita, tcpy, —2) be two hybrid automata
over the same set of variables V. Then the synchronized
product of H1 and Hz, denoted Hi||Hz, is given by the
hybrid automaton H = (Q,V, C, F, init, tcp, —) where

e Q=Q1XQ2
e C =C1UCQCy,

e Let D = C — 2% be a set of maps specifying a set
of derivatives for wvariables in C. Then F : Q —
(V — D) is given by Vq1,92 € Q,Yv € V,Vd € D,
d e F(qi,qq2)(v) iff d>Ci € Fi(qi)(v) andd>Cs €
Fy(q2)(v),

e init C QxC where ((q1,92),c) € init iff (q1,e>Ch) €
init1 and (qo,c> Cs) € inita,

e tecp : Q — 2V where tep((qi,4q2)) = tepi(qr) N
tcp2(q2);

e ((q1,92),8, reset, (q1,q3)) €— if one of the conditions
below is satisfied:

- q1 = qlla (Q27827 T€5€t27q/2) €_>27g = g2 and c €
reset(v) iff c>Ca € reseta(v) and c>C1 = v Ch.

— (a1, 81, reset1,q1) €—1,8 = g1 and ¢ € reset(v)
iff c>C € reset1(v) and c>Co = vi>Ca, q2 = qh.

— (a1, 81, reset1,qy) €—1, (A2, 82, resetz, qz) €2
,8 = g1Ng2 and ¢ € reset(v) iff c>Ch € reseti(v)
and c > Cy € resetz(v).

3. CONVENTIONAL  SETTING

SWITCHING CONTROL

Let X, U,Y be three disjoint sets of variables such that U is a
set of discrete variables. The variables in X are controlled by
the base system and the variables in U are the discrete input
variables using which a controller controls the base system.
Let W = X UY. A safety specification over (X,U,Y) is
a prefix-closed signal language over W which can also be
viewed as an “advice function” as defined below.

FOR

DEFINITION 5  (ADVICE FUNCTION). An advice func-
tion over (X,U,Y) is a function f : W — 2"V which satisfies
the following conditions:

e f(¢) is a prefiz-closed set of signals. Recall that € is
the empty signal (see Section 77).



e f is consistent in the sense that for all o € f(e) and
all T € f(o), we have f(o - 1) = ext-(f(0)).

A safety specification L over (X,U,Y) induces an advice
function fr, given by fr(c) = exto(L). Conversely, an advice
function f induces a safety specification Ly given by Ly =

f(e).

A deterministic hybrid automaton H over W (which controls
the variables in W) can be used to give a safety specification
L(H) over (X,U,Y). The induced advice function f is
given by fx (o) = Ls(H) if o € L(H), and () otherwise.

For simplicity, we assume that there is only one discrete
variable 4 in U. Let V = X U {u}. Recall that X is the
set of variables controlled by the base system. Let H be a
hybrid automaton over V. Let 0 € L(H) > X. We define
u-set after o of H, denoted H(o), as

H(o) ={r(0)pu| 7€ L-(H)}.
We now define the notion of a base system.

DEFINITION 6  (BASE SYSTEM). A base system (or
plant) over (X,U,Y) is a deterministic hybrid automaton
B over V, which controls the variables in X. We assume
that the base system B is non-blocking in that if o € L(B),
then B(c) # 0.

As a running example, we consider a water tank equipped
with a pump. The hybrid automaton for the water tank (the
base system) is shown in Figure 3. The controlled variables
of B, i.e. variables in X, are shown in bold and the un-
controlled variables, i.e. variables in U, are shown in italics.
The set X = {w, s}, where w is a continuous variable, which
denotes the water level and s is a discrete variable, which
denotes a sensor with value either 0 or 1. The set U = {p},
where p is a discrete variable with value 0 when the pump
is turned off and with value 1 when the pump is turned on.

Figure 3: Water Tank (Base System) B.

Initially, the water level is 2 cm and the sensor s is 0. The
water level rises at the rate of 1 cm/sec when the pump is
on and falls at the rate of 1 cm/sec when the pump is off.

The sensor s can be assigned a value 1 only when w > 3
and can be assigned 0 again only when w > 5. Note that
the water level w will always be between 0 and 6 cm.

Let B be a base system over (X, U,Y"). We define a switching
controller for B as follows.

DEFINITION 7  (SWITCHING CONTROLLER). A switch-
ing controller for B is a hybrid automaton C =
(Q,V,{u}, F, init, tcp, —) over V, which controls the vari-
able uw. The controller C is wvalid with respect to B if C
is strongly non-blocking with respect to B, i.e. if o €

L(B||C), then C(c) C B(o) and C(o) # 0.

Let B be a base system over (X,U,Y) and let C be a con-
troller for B. Let ¢ : [0,7) — V € L(B). We say that o
is according to the advice of C at time ¢t (0 < ¢t < r), if
0 = 0102, where 01, 02 are signals of the form o1 : [0,t) —
V,o2 : [0,7 —t) — V respectively, and 02(0) € C(o1). We
say o is according to C if o is according to the advice of C
at all times t such that 0 <t < r.

Let S be a safety specification over (X,U,Y). We say a
switching controller C for the base system B satisfies S if
L(BC)> X C L(S) X.

As an example, consider a feature which requires that the
water level must always be between 2 cm and 4 cm. Fig-
ure 4(a) shows a specification &1 and Figure 4(b) shows a
controller C; for this requirement. Note that Ci controls
only the pump. It switches the pump off when the water
level reaches 4 cm and switches the pump on when the wa-
ter level falls to 2 cm. Initially, the pump is switched on.

@ (b)

Figure 4: (a) Specification S; and (b) controller C;.

Figure 5 shows a behaviour of B that is according to the
advice of C;1. The signal o > w is shown with a solid line and
the signal o> p is shown dashed.

It is easy to see that the controller C; is valid for B and
satisfies S7.

Now consider another feature which requires that if the sen-
sor s is set to 1, then within 2 seconds, the water level must
be kept greater than or equal to 5 cm. Figure 6 shows a
specification Sz for this requirement. This specification in-
troduces a clock variable y (i.e. y = 1) which is used to
indicate that the water level must be greater than or equal
to 5 cm within 2 seconds of setting s to 1.

Figure 7 shows a controller Cz for satisfying specification Ss.
If the sensor s is set to 1, then the controller Co controls the



Figure 5: Signal o is a behaviour of B that is accord-
ing to the advice of C;.

Figure 6: Specification S;.

pump as follows:

e If w <5, then the pump must be switched on.
e If 5 < w < 6, then the pump can be either on or off.

e If w = 6, then the pump must be switched off.

Figure 8 illustrates whether water level will rise or fall given
a mode of controller C3. For example, if the controller Cz is
in mode ¢1 and the water level is between 0 and 6, then the
water level can either rise or fall depending on whether the
pump is on or off respectively. The water level w must rise
in mode ¢s3, and must fall in mode gs.

Note that the sensor s can be set to 1 only when the water
level is greater than or equal to 3 cm (see Figure 3). There-
fore, when the sensor s is set to 1 and the water level is less
than 5 cm, the controller C2 can satisfy the specification by
keeping the pump on (mode g3).

We now illustrate the notion of conflict between controllers.
DEFINITION 8  (CONFLICT). Let C; and Cz be valid con-

trollers for a base system B. The controllers C1 and Ca
are in conflict with respect to B, if there exists a behaviour

Figure 7: Controller C,.

7 in L(B||C1||C2) such that L (B||Ci||C2) # {e}. In other
words, there ezists a behaviour o € L(B|C1||C2) & X such
that the controllers do mot agree on a u-set after o, i.e.

Ci(o)NCa(o) = 0.

Consider the base system behaviour shown in Figure 9. The
sensor s is set to 1 at time 1.5. This requires Cs to keep the
pump on until the water level reaches 5.5 cm. However, C;
requires the pump to be switched off at time 2 as the water
level has reached 4 cm. The controlled system is blocked at
time 2 as C; requires the pump to be switched off and Cs
requires the pump to be kept on. If B were to follow the
advice of Cq, then water level will start falling at time 2.
However, if B were to follow the advice of Ca, then water
level will keep rising after 2 seconds (shown dashed).

4. CONFLICT-TOLERANT SWITCHING
CONTROLLERS

In this section we introduce our notion of conflict-tolerance
in a hybrid systems setting. Analogous to the notion of
a specification as an advice function given in Section 3, a
conflict-tolerant safety specification over a set of variables
W is a conflict-tolerant advice function as defined below:

DEFINITION 9. A conflict-tolerant advice function over a
set of variables W is a function f : W — 2"V which satisfies
the following conditions:

e for every signal o0 € W, f(o0) is a prefiz-closed set of
signals.

o f is consistent in the sense that for all o € W with
T € f(0), we have f(o - 1) = ext-(f(0)).
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Figure 8: Advice in various modes of controller C-.

Let X,U,Y be three disjoint sets of variables. Let W =
XUY.

DEFINITION 10. A  conflict-tolerant specification over
(X,U0,Y) wusing hybrid automata is a tuple S =
(Acc, Adv, E) where

e Acc is a hybrid automaton over W called the acceptor.
Let Acc = (P,W, W, F1,init1, tcp;, —1). The acceptor
automaton must be deterministic with respect to X, i.e.
for all o € L(Acc)> X, there is a unique trajectory T
of Acc such that T X = o.

e Adv is a deterministic hybrid automaton over W called
the advisor. Let Adv = (Q, W, W, Fa, inita, tcp,y, —2).

e ECPx2W x (W = 2W) x Q is the advice relation
between the configurations of the acceptor Acc and the
advisor Adv. For an edge e = (p,g, reset,q) € E, p
is a mode of Acc, g is the subset of states of Acc from
which e is enabled, reset : W — 2%V is a function
which gives the states of the advisor Adv when the edge
e is taken and q is a mode of the advisor Adv.

In addition, as defined below, the advice relation must be
deterministic and it must not reset the variables in X.
Let m : (P x W) — 2Q@W) pe the map induced by
the advice relation E such that (q,w') € m((p,w)) iff
e = (p,g,reset,q) € E,w € g and w' = reset(w). For
all reachable configurations (p,w) of Acc, the map m must
be such that |m((p,w))| = 1 and if m((p,w)) = (q,w'),
then w' > X =wop X.

Let S8’ be a conflict-tolerant specification over (X,U,Y)
as above. The unconstrained signal language of S’ start-
ing from a configuration (p,w) € P x W, denoted
Lp,w)(S'), is defined to be Lp,w)(Acc). The unconstrained
signal language of &', denoted L(S’), is defined to be
Upw) Lpw)(S") where (p,w) € initi. The constrained
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Figure 9: Conflicting advice from C; (p1 shown

dashed) and C: (p2).

signal language of S’ starting from a configuration (p,w),
denoted L{, ) (S'), is defined to be L(qw)(Adv) where
(a,w') = m((p,w)). Recall that m is the map induced
by the advice relation E.

Let o be a signal in L(S")> X. Then there is a unique con-
figuration (p,w) reached by ¢ in the acceptor automaton.
By Ls(S’), we mean L, w)(S") and by L5(S’), we mean
?pw)(sl)‘

Let L C X be a prefix-closed signal language over X. We say
that the tolerant specification S’ is complete with respect to
Lif L C L(S)> X. If &' is complete with respect to L,
then for every o € L, there is a unique trajectory 7 of the
acceptor automaton Acc such that 7> X = o. A conflict-
tolerant specification S’ that is complete with respect to a
signal language L over X induces a function fs/ given by
for all 0 € L, fs/(c) = L5(S’), and () otherwise. We say
that the tolerant specification S’ is advice consistent with
respect to L iff the induced advice function fs/ is consistent.
From now on, we consider only tolerant specifications that
are advice consistent.

Figure 10 shows a tolerant specification for feature 1. The
automaton on the left hand side (with modes p1,p2) is the
acceptor and the automaton on the right hand side (with
modes ¢1,q2) is the advisor. The edges in the advice re-
lation are shown dashed. Note that the classical specifica-
tion shown in Figure 4 (a) does not specify the required
behaviour if the water level falls below 2 cm or rises above 4
cm. In contrast, the tolerant specification S] specifies that
if the water level is not between 2 and 4 cm, then it must
be kept within 2 and 4 cm within 2 seconds.

Figure 11 shows a tolerant specification for feature 2. Note
that the classical specification shown in Figure 6 does not
specify the required behaviour when 2 seconds have elapsed



Figure 10: Tolerant specification Sj.

after the sensor s is set to 1 and the water level is still below
5 cm. In contrast, the tolerant specification S5 continues to
advise that the water level must be kept within greater than
or equal to 5 cm within 2 seconds (mode p3).

Figure 11: Tolerant specification S5.

We now define the notion of a tolerant switching controller
which is a switching controller with certain properties as
given below. Let B be a base system over (X,U,Y). Let
C =(Q,V,U, F,init, tcp, —) be a switching controller for B.
We say that C is complete with respect to L(B) if for all
o € L(B), there exists a trajectory 7 € Traj(C) such that
T2 X = o> X. We say that C is mode deterministic with
respect to L(B) if for all ¢ € L(B) and for all trajectories
7,7 € Traj(C) such that 1> X =o> X and 7> X = o>
X, the mode signals are equal, i.e. T>Q = 7> Q.

Let the switching controller C be complete and mode de-
terministic with respect to L(B). Let ¢ € L(B) and let
confige(o = X), ie. the possible configurations of C af-
ter o be {(q,v1),(q,v2), -+ ,(d,vn)}, where n > 1. We
say that C is u-switch permissive iff whenever v; € tep(q),
Clo = X) = tep(q) b {u}, i.e. in every mode q, C allows
switching of a u-signal to any of the values permitted by the
time can progress condition of that mode.

Figure 12 shows a u-switch permissive controller which con-
trols the discrete variable p. Note that p = 0 as p is a

discrete variable. If the controller is u-switch permissive,
then the value of p can be switched between 0 and 1, i.e.
the pump can be switched on or off when 0 < w < 6.

p:={01}

p:={01}

Figure 12: A controller that is u-switch permissive.

Let o € L(B). Let configg(o), i.e. the configuration of B
after o be {(b,v)}. Let confige.(c & X), i.e. the possible
configurations of C after o be {(q,v1),(q,v2), - ,(Q,vn)},
where n > 1. Note that for i = 1..n, v> X = v; > X. The
controlled behaviour after o from a configuration (b, q,v;)
is defined to be L(p,q,v,)(B||C), i.e. the state of the variables
controlled by B remain the same, but u is assigned the value
v; > u. The controlled behaviour after o, denoted L (B||C),
is defined as |J,_;_,, L(b,q,v;) (B||C).

DEFINITION 11. Let B be a base system over (X,U,Y).
A conflict-tolerant switching controller C' for B is a switch-
ing controller for B that is complete, mode deterministic
and u-switch permissive with respect to L(B). The switch-
ing controller C' is valid with respect to B if C' is strongly
non-blocking with respect to B, i.e. if o € L(B), then
C'(c) C B(o) and C'(o) # 0.

Thus a conflict-tolerant controller C' must observe and ad-
vise how to extend each behaviour o of the base system.
Note that such a behaviour ¢ may not be according to the
advice of C’, in that o ¢ L(B|C’). In contrast, a classi-
cal controller C (see Definition 7) assumes that its advice is
always followed by the base system, and hence it needs to
advise extensions of only controlled behaviours (i.e. those

in L(B|C)).

DEFINITION 12 (C’ SATISFIES S’). Let B be a base sys-
tem over (X,U,Y) and let 8’ be a conflict-tolerant speci-
fication over (X,U,Y). A conflict-tolerant switching con-
troller C' for B satisfies S’ if for each o € L(B) > X,
L,(B|C"Y> X C L5(S') = X. Thus after any base system
behaviour o over X, if the base system follows the advice
of C', then the resulting behaviour over X conforms to the
safety language over X prescribed by S’ after observing o.

Figure 13 shows a tolerant controller C; that satisfies the
tolerant specification S7 of Figure 10. The controller C1’ ad-
vises that the pump must be kept on in mode go and it must
be kept off in mode g2. As the water tank has a capacity
of only 6 cm, this controller can satisfy the specification S
if the water level drops below 2 cm or rises above 4 cm. In
mode g1, the controller C; advises that the pump can be ei-
ther on or off. Note that the transitions into mode ¢ from
other modes must set p to {0,1} and the self loop must be
present for Ci to be u-switch permissive.



Figure 13: Tolerant controller C;.

Figure 14 shows a tolerant controller C5 that satisfies the
tolerant specification S5 of Figure 11. Note that this is the
same as the classical controller in Figure 7 except the tran-
sition from mode ¢2 to g5 and the self loops in mode ¢1 and
qa-
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Figure 15: Switching Controller C maximally utilizes
the advice of C; and C5.

the set U such that U’ = {u,ui,us}. Let Ci2 be a hybrid
automaton over V' (where V' = X U U’) such that Cia =
(Q, V', U’ F,init12, tcp,y, —12) is the product C7'||C5.

For a predicate ¢ over the set of variables U’ (for example,
u = ui Au = uz), we write [¢] to denote the set of valuations
v that satisfy ¢.

DEFINITION 13 (PRIORITIZED COMPOSITION). The P-
Iprioritized composition of the controllers Ci and Ch with re-
spect to the base system B, denoted || p,s(C1,C3), is defined
to be the hybrid automaton C = (Q,V’,U’, F,init, tcp, —)
obtained from Ci2 after making changes according to the fol-
lowing rules:

1. Let I = initi2 N u = u1 Au = uz]. Then

i {1 if I(q) # 0
: initi2 N u=u1] otherwise.

Figure 14: Tolerant controller C5.

5. PRIORITIZED COMPOSITION

We now show how to compose conflict-tolerant switching
controllers to obtain a classical switching controller. The
prioritized composition that we define below guarantees that
the advice of each tolerant switching controller is used when-
ever possible.

For the rest of this section, let us fix B to be a base system
over (X,U,Y). Let C; and C3 be valid conflict-tolerant con-
trollers for B. Let P be a priority ordering between C; and
Ch, and say P assigns a higher priority to C{. We denote
this by C; >p C5. Our objective is to obtain a switching
controller C by composing C; and C} using the priority order
P. Figure 15 shows that both C; and C5 observe the base
system and offer their advice which is used by the switching
controller C to control the base system.

We rename the variable u in C] to u; and get C{. Similarly,
we rename the variable u in C5 to uz and get C5. We extend

2. Forallq € Q, let T(q) = tepyo(a)Nu = w1 Au = us].
Then

_f T(a) if T(q) # 0
tep(q) == { tcp(:Q(Q) N Ju = u1] other?uise.

If T(q) = 0, then we call q a conflict mode. Otherwise,
q 1s a non-conflict mode.

3. For each e = (q,g, reset,q') €—12, we add a transi-
tion ¢/ = (q,g’,reset’,q') to — where g’ and reset’
are obtained as follows. When q' is a non-conflict
mode, the guard and reset conditions are given in Ta-
ble 1. By tcp,, (d'), we mean the valuations over
u2 which satisfy the time can progress condition of

d'. When q' is a conflict mode, then g = g and

reset’ = v - (reset(v) N Ju = u1]).

LEMMA 1. Let B be a base system over (X,U,Y). For
each o € L(B||C) > X, the u-set of the switching controller
C, C(o) is a subset of B(c) and C(o) # 0. Furthermore,

Ci(o) NCs(o)
if Ci(o)NCs(c) #D

Ci(c) otherwise.

C(o) =



[ Transition Type || Guard | Reset I
Joint C7,Cj g v - (reset(v) Ntepy (@) N u £ wil) ] ¢
Only C} gNus € tep,, (q)] | Av- (reset(v) N tepy. (q) N [u +=/44]) \/\/
Only C} gNu €tep, (@] | M- (reset(v) Ntepy (q') N [u # ui])
1o -
Table 1: Changes to guard and reset conditions of 0 ° o C(t)
an edge e when the target of e is a non-conflict mode. 1 . ‘
o——o C 2(t)
PROOF. Let 0 € L(B||C) > X. Let ty,...,t,, where n >

0 be the sequence of time points at which the switching
controller C jumps during a run on o. Note that both C}
and C5 have a run on o. Furthermore, the trajectories of C{
and Cj agree with that of C on the mode signal. Also, the
union of the time points at which C; and C5 jump is exactly

{t, .. tn).

Next, we note that the reset of all edges in C matches the
u-set given by the tcp condition in the target mode. This
can be verified from Table 1. Hence the u-set advised by
C in each mode is determined fully by the tcp condition of
that mode. We can now verify that in any interval [t;,t;41),
the u-sets S, S1, S2 corresponding to the runs of C, Ci and Cj
respectively satisfy the property that S = S1 N S2 whenever
S1 NS is nonempty (in the non-conflict modes) and S = Sy
otherwise (in the conflict modes). This is clear from the
way the tcp conditions of C are defined. The lemma now
follows. [

THEOREM 1. Let S and S} be conflict-tolerant specifica-
tions. Let B be a base system. Let Ci,Ch be valid conflict-
tolerant controllers for B that satisfy S1, S5 respectively. Let
P be a priority order such that C; >p C5 (without loss of
generality). Then the switching controller C = ||p,s(C1,C3)
is a valid switching controller for B. Furthermore, C satis-
fies the specifications S1 and S5, in the following “mazimal”
sense. For every T:[0,7) — V € L(B||C):

1. 7> X € LE(S;) = X, d.e. the switching controller C
always satisfies the specification Sy.

2. For all prefizes o : [0,s) — V of 7, if Clc > X) ¢
Co(o = X), then Ci(c 2 X)NCi(o = X) = 0, e if
the base system B is switched to a mode that is not
advised by Cs, then Cy is in conflict with the advice of
the higher priority controller C;. We can cover T by a
sequence of adjacent non-empty intervals such that in
every interval, either T is according to the advice of Ch
or T is not according to the advice of Ch.

ProoOF. Note that Ci and C} are both valid switching con-
trollers for B. Therefore, by Lemma 1, it is clear that C is
also a valid switching controller. It is always the case that
C(c) CCi(o). If C(o) € C5(o), then by Lemma 1, ] and C3
are in conflict. [

Figure 16 illustrates this result. We can partition a base
system behaviour 7 into intervals in which the advice of C5 is
not followed (shaded) and where it is followed (not shaded).

Consider the base system behaviour which we used to il-
lustrate conflict in Section 3. The switching controller Cq

Figure 16: Partitioning of a base system behaviour 7
into intervals in which the advice of C} is not followed
(shaded) and where it is followed (not shaded).

required the pump to be switched off after 2 seconds as the
water level has reached 4 cm. However, the switching con-
troller C2 required the pump to be kept on so that it can
maintain the water level at or above 5 cm as long as the
sensor s is set to 1. This conflict can be resolved by using
tolerant controllers and composing them by prioritizing one
controller over the other.

Suppose that we compose the tolerant switching controllers
C1 (Figure 13) and C5 (Figure 14) with the priority order
Ch >p Ci. Then the conflict is resolved in favour of the
switching controller C5 as shown in Figure 17. The water
level continues to rise till 3.5 seconds following the advice
of C5. When the water level reaches 5.5 cm, the advice of
C5 changes such that the pump can be kept on or off. From
then on, the water level starts falling as the pump can be
switched off following the advice of both C5 and Cj.
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Figure 17: Conflict resolved in favour of C5.
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