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Abstract (OEMs) and implemented by third party vendors. The
OEM must verify that feature implementations conform
This paper addresses the problem of detecting andto their specifications. In addition, the OEM muist-
resolving conflicts due to timing constraints imposed by tegrate various features into a final product. Detecting
features in real-time and hybrid systems. We considerand resolving conflicts between features during feature
systems composed of a base system with mufgpkerres integration poses a significant challenge. Conflict between
or controllers, each of which independently advise the two features can, of course, be resolved by respecifying
system on how to react to input events so as to conform toor redesigning one of the features. However this is often
their individual specifications. We propose a methodology not possible in practice and there is no guarantee that
for developing such systems in a modular manner based orthe redesigned feature does not conflict with some other
the notion ofconflict-tolerant features that are designed feature. Moreover, redesign of a feature for handling
to continue offering advice even when their advice has specific conflicts reduces the scope for reusing the feature
been overridden in the past. We give a simple priority- in multiple contexts.
based scheme for composing such features. This guar- An alternative to redesign is guspendhe feature with
antees themaximal use of each feature. We provide a lower priority so that the base system can continue with
formal framework for specifying such features, and a the advice of the higher priority feature. However the issue
compositional technique for verifying systems developednow is how and when toesumethe suspended feature so
in this framework. as to maximize its use.
Our Approach. In this paper we propose a formal

framework for developing feature based systems in a way
I. INTRODUCTION that overcomes some of the problems outlined above. We

work in the setting of real-time features so as to model

We consider systems comprising a base system anndﬂore clqsely the _time-dependent fegtures that arise in the
with multiple featureswhere each feature advises the base autpmotwe doma'”- The frameyvork 1S b.aSEd on the novel
system on how to conform to the feature specification. notlon_ _Of confllct-tolerance which requires features T[O
Such systems are commonly encountered in various do-be r_eS|I|ent or tole_rant with rege_lrd o v!olat|ons of their
mains from telecom to dynamical control systems. One of adwqe. Thus, unlike the classical notion O.f a feqture, a
the problems faced in integrating various features in Suchconfhct-tolerant feature can observe that its gcjwce has
systems is that the system may reach a point of “conflict’ been over-ridden, takes into account the over-riding event

between two (or more) features, where the features do notand proceeds to offer advice fsubsequenbehaviour of

. the system.
agree on a common action for the base system to perform. . . . . .
9 y b The starting point of this framework is the notion of

This situation is an instance of what is referred to in the . e .
a conflict-tolerantspecificationof a feature. A classical

literature as théeature interactiorproblem [9], 7], [6] safety specification can be viewed as a prefix-closed lan-

Consider a development model where individual fea- guage of finite words containing all the system behaviours
tures are specified by original equipment manufacturers>"* . ) .
P y org quip which are consideresiafe This can be pictured as a safety
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cone comprising all future behaviours that are consideredaccordingly. Thus it advisel 0.5 seconds after the last

safe, after the system has exhibited behaviour(Fig. 1 release if the previous release was “late” (lightly shaded

(b)). state) and advisel 2 seconds after the last release if it
was “early” (darkly shaded state).
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Fig. 1. The conflict-tolerant specification RPN () Ll b g
on the right advises on how to extend  w rel m,\ rel
even though its advice has been overridden b m} 7T xzrel (9 b
(dashed line) in the past when generating  w. \/\,\/

x>2,rel, {X

To illustrate how a conflict-tolerant specification can ©
capture a specifier's intent more richly than a classical
specification, consider a feature that is required to releas
(denoted by the eventrél”) a single unit of lubrication
every 1 second. A classical specification for this feature
may be given by the timed transition system shown in
Fig. 2(a). The systems we show use the timed automata
model [1]. Thus they have continuous variables which A conflict-tolerant feature implementation can be
grow with slope 1 (hence called “clocks”) and which can Viewed as a timed transition system with transitions an-
be reset to zero (the labe{#}” indicates that clocke is notated asdvisedandnot-advisedsimilar to the conflict-
reset along the transition). The state invariamt & 1” tolerant specifications described above. A feature imple-
is to be interpreted as a “time-can-progress” condition: mentation is now said to satisfy a conflict-tolerant specifi-
thus as long as the value of the cloekis less than 1,  cation (with respect to a given base system), if after every
the specification recommends letting time elapse. Howeverpossible behaviouw of the base system, the behaviours
when z = 1, time elapse is no more recommended Of the base system that are according to the advice of
and instead the actiorel is recommended “urgently”. the feature implementation are contained in the safety
Fig. 2(b) and (c) show annotated timed transition systemscone specified by the specification fer We address the
denoting conflict-tolerant specifications that induce the Verification problem in this framework and give a decision
same classical specification shown in (a). These transitionProcedure to solve this problem in the setting of Alur-Dill
systems differ from the classical one in two ways. The timed transition systems.
dashed transitions are to be read as “not-advised”, and they An important aspect of our framework is the fact that
enable the specification to keep track of events that occurconflict-tolerant features admit a simple and effective com
in violation of its advice at a given state. Secondly, in a position scheme based on a prioritization of the features
state the time-can-progress condition can be violatedtto le being composed. The composition scheme can also be
time elapse against the advice of the specification. In thisviewed as a conflict resolution technique. The composition
case time elapses but control remains in the same statescheme ensures that the resulting system always satisfies
Thus specification (b), advisa®l urgently at all times  the specification of the highest priority feature. Addition
after 1 second from the previous release, until its advice isally, it follows the advice of all other featurds, exceptat
taken. Whemr < 1, its advice is only to let time elapse; points where each action in the advicelofconflicts with
If the eventrel is performed against its advice, it uses the the advice of a higher priority feature. It is in this sense
dashed transition to keep track of this and resets its clockthat each feature imaximallyutilized.

Fig. 2. A classical spec (a), and conflict-
tolerant specs (b) and (c) that induce the
same classical spec (a).

x. If its advice is not followed when: = 1, it continues Our approach of viewing features as discrete event con-
to advise thatel be done urgently, i.e. time elapse is no trollers [10] follows that of [12], [2]. In both these works,
more recommended the main issue addressed is that of resuming the advice of

The specification (c) keeps track of whether the previ- a controller once it has been suspended due to conflict
ous release was “on time” or not and changes its advicewith a higher priority controller. In [2], specifications



are designed to anticipate conflict, by having two kinds advised events aret and unlock. Further, in the state

of states,in-spec and out-of-spec When a controller's  labeled C, if alock event takes place (against its advice)
specification is violated it transitions to an out-of-sptes the spec goes to a state labeledvhere the tcp condition
from where it passively observes the system behaviour, till is “False”, and the advice is to do amlock and go back

it sees a specified event that brings it back to an in-specto state C, or to go back to state L if ak event is sensed.
state. Note that these controllers do not offer any useful In this case, the given spec itself can be used as a conflict-
advice in the out-of-spec states. In [8] a rule-based featur tolerant controller that controls the given base system in a
model and composition operators for resolving conflicts way that satisfies the given conflict-tolerant spec.

based on prioritization is presented. However, the notion

of a conflict-tolerantspecification(as against the feature

implementation itself) is absent in their work. fock-req, unlock_req, fock-req, unlock-req.
' O lock O B
. EXAMPLE OF A  CONFLICT- 9 /\@
TOLERANT CONTROLLER ~_
unlock

We illustrate some of these ideas with an example
of a simplified door motor control system. Consider an
electronic control unit (ECU) that controls the motors for
locking and unlocking the doors of a car. The transition
system for the motor (the base system) is shown in Fig. 3.
We denote the environment events in italics and system

Fig. 3. Door motor base system.

lock_req,

events in bold. The sét, comprisedock_req, unlock_req lock_req, unlock.req, lock-req, unlock-req, 100k req
and crash, while 3, is {lock, unlock}. O lock O ok rash
The environment eventikck_req or unlock_req occur T =} Q
respectively, when the lock or unlock button on a remote 9@\11“1_0(:1{/ \/Q <10
key is pressed. The environment evenish occurs when a ok B
car crash is sensed, and could be followed up by awthe crash
event signaling that it is ok to resume normal operation. ok unlock
The system eventock occurs when the door is locked @ =< 10
and the system eveninlock occurs when the door is
unlocked. O —lock
The base system is typically run with several controllers
including a “vanilla” controller which locks or unlocks the Fig. 4. Crash Safety Specification.
doors in response to passenger requests. Consider a feature
called crash safety[3] which requires that if the doors
are locked and a crash occurs, then the doors must be
unlocked within10 seconds. Fig. 4 shows a classical safety
specification for this requirement. If the doors are locked lock_req,
K lock_-req, unlock_-req, lock_req, unlock_req, wnlock._re
and a crash occurs, then the clogks reset and we are ok 1
in the state labeled with the invariant< 10. The delay O lock O crash Q

advised in this state is at mosb seconds as specified by N m&
the time-can-progress condition, and within 10 seconds we s umlesk AN S
require that amnlock event occurs and the spec moves erash '
to stateC' where it does not allow anlock event till an
ok event occurs.

Fig. 5 shows a possible conflict-tolerant specification for
the crash-safety spec. Unlike a classical safety specifica- O
tion, this specification also specifies what needs to be done Tlock
if z > 10 (this could be the case if a feature with priority . ] -~
greater than crash safety requires more delay before the Fig: 5. Conflict-Tolerant Crash Safety Specifi-
doors can be unlocked). The spec specifies that the doors Cation.
must be unlocked as soon as possible when 10, i.e.
“time elapse” is not advised when > 10, and the only

ok




lll. VERIFICATION OF A TOLERANT
CONTROLLER

In this section we address the verification problem in
the conflict-tolerant framework.

Let ¥ be an alphabet, partitioned ink, and ;. For
a TTS7T overX, a stateq € @, and an event € ¥,
we denote bycondr (g, a), the condition under which is
enabled ing, i.e. condr(q,a) =V, ;4 x.4)e— 9> Where
— is the transition relation of. For a conflict-tolerant
TTS 7', conds/(q,a) gives the condition under which
is advised frony, i.e. condr(q,a) =V, 4 0 x.q)e—\N 9-

Theorem 1 (Verification)Given a base systei over
3, a regular conflict-tolerant specificatio§’, and a
conflict-tolerant controlleiC’, we can check whethet’
is a valid conflict-tolerant controller foB satisfyingS’.

C} and(), and sayP assigns a higher priority t67. We
denote this byC] >p Cs.

Fora € ¥, andp € Q, ¢1 € @1, andg € Q,
let gf,(p,q1,q2) stand for the disjunction of constraints
of the formg A g1 A g2 such that there exist transitions
t = (p,a,g,X,p’), t1 = (QhCL,gl,Xl,q/ﬂ and ty =
(g2,a,91,X1,4¢5) in B, C; andC} respectively, witht; ¢
N; andty € Ns. Letgi1(p, g1, g2) stand for the constraint
Vaes 911(p; g1, g2)- Also, let tcpyq(p,q1,q2) denote the
constrainttep, (q1) A teps(g2). Then:

Definition 1 (Prioritized Composition of Controllers):
The P-prioritized composition of the controllers C{
and C5, with respect to the base systefy is denoted
llp,8(Ci,C5), and defined to be the timed transition system
C = (B xQ1xQ2,CyUC;UCy,(s0,51,52),=, tcp),
where = and tcp are defined as follows. Let € X,
andt = (p,a,9,X,0"), t1 = (q1,a,91,X1,¢;) and

Proof: Itis easy to see that a necessary and sufficient,, — (4, 4, g5, X, ) be transitions inB, | and C}

condition forC’ to be a valid controller fo8 and satisfying
&', is to check that in the synchronized prodé&itC’||S’,

there doesot exist a configuratior{(b, p, ¢),v) which is
reachable from the initial configuratiditss, sc/, ss), 0),

and satisfies one of the following conditions:

1) (C’ is restricting) there is an environment event

Y. allowed by B, but not advised by’, i.e. there
existse € ¥, such thatv F condg(b,e) andv ¥
conder (p, e).

(C’ is blocking) there is no discrete or delay step that
is enabled by and advised by’, i.e. v ¥ tcp(p)
andv ¥ (\/ ¢y, condp(b,a) A conde: (p, a)).

(C’ does not satisfyS’) there is a discrete or delay
step that is both enabled I#§yand advised by’, but
not advised byS’. That is, either for some € %,

v E condg (b, a) A conde/ (g, a) butv ¥ conds: (q, a),

or v E tepes (p) ando ¥ tepsi(q).

This condition can be checked in linear time using the

region automaton [1] for the synchronised productf
C' andS’. [ |

2)

3)

IV. COMPOSITION OF
TOLERANT CONTROLLERS

CONFLICT-

We now give a way of composing conflict-tolerant con-
trollers — or equivalently building a supervisory conteoll
— based on a given prioritization of the controllers. The

respectively. Then we have transitions@naccording to
the following rules:
1) If t; € Ny andty € N (that is they are both advised
transitions) then add the transition

(P, q1,42),a, 9N g1 AN g2, X UX1UXo, (0,41, 43))-

If t; € N1 andts € N> (that ist; is advised but,
is not) then add the transition

((p7 q1, QQ)7 aag”a X U Xl U X27 (p/7 qaa q/2)

where g" g ANagtAga A =gin(pqg) A

—tep1a (P g1, 42)-
The time-can-progress conditionicp is given by
tep(p, g1, q2) = tepyy(p, qi,q2) V tepo(p, a1, 42), where
tepro(ps a1, g2) = tepy(qu) A —tepo(ge) A =911 () 41,5 G2)-

Lemma 1:The controllerC = | pg(C;,C}) defined

above is avalid classical controller fol3. The immediate
advice functionf/. it induces is given as follows. For each
T € L(B):

2)

F5(r) 0 £ (1) 0 £, (7)
if f5(r) 0 e (1) 0 () £ 0
fE(r)n fé1 (1) otherwise.

Proof: [Proof Sketch] LetC;,C} be valid conflict-
tolerant controllers for a base systeth Rectangle (i)
in Fig. 6 shows a partitioning of the configurations of a
conflict-tolerant controlleC;. In the region to the left of
the dark linea is advised. In the region to the right of the

fe(r) =

composition guarantees that the advice of each controllerdotted line,b is advised and in the shaded region, defay

is used in the “best possible” way.

Let B = (B,Cy,s0,—n), be a base system over
3, and letC; = (Q1,Ch,s1,—1, N1, tepq) and C)
(Q2,Co, s2,—9, No, tepy) be valid conflict-tolerant con-
trollers for 5. We assume that the set of clocky, C
and C, are disjoint. LetP be a priority ordering between

is advised.

Rectangle (ii) in Fig. 6 shows the configurations@f
where there is a conflict with,. In the region shaded with
squares(} advises only wherea<C; does not advisé.
Time can progress in this region 5 advisesy and there
is no other advice in common witf,. In the region shaded



i %; ;5355?:«

(i1)

Fig. 6. Rectangle (i) shows a partitioning of
the configurations of  C;. Rectangle (ii) marks
regions where the advice of (i overrides that
of C4 due to conflict.

with a wavy pattern(;’s advice is{a, b} but C} advises
only §. By the second rule in Definition 1, the resulting
advice is{a,b} asC; does not have any other advice in
common withC,. |

Theorem 2:The timed transition system

C = ||ps(C1,C4) is a valid controller for5. Furthermore,
C satisfies the specifications], S} in the following
“maximal” sense. For every € L(B||C):

1) o € LE(S)).

2) Let Iy, I1,...I be the sequence of adjacent
intervals induced byfc;, on o such that throughout
the even intervals (WLOGY is according to the
advice ofC), and throughout the odd intervals, the
advice ofC} is in conflict with that ofCj, in that
for each prefixr of o in these intervals, for each

¢ € fiy (7). ¢ ¢ Fh(r) N 1 (7). 0

We can generalize these results to the prioritized com-
position of any number of controllers.

V. CONFLICT-TOLERANT CON-
TROLLERS FOR HYBRID SYSTEMS

In ongoing work, we are formulating the notion of
a conflict-tolerant specification for systems modeled as

Fig. 7. A Water Tank (plant).

dynamical or hybrid systems. Our set up is similar to that
of [11]. Here we assume the base system or plant is a
modeled as a hybrid automaton over continuous variables
V' which is partitioned into system variablés and input
variablesU. The system defines the evolution of the
variables, based on the valuesXfandU. A controller in

turn is a hybrid system oveV, but which defines only
the variables inU, possibly in terms of the values of
the X variables. The controlled plant can thus be seen
to be describing behaviours (taken here to be “signals”
overV). A specification is a hybrid automaton that defines
signals overV, possibly using extra continuous variables
to do this. A conflict-tolerantspecification is one which
describes for any plant behaviour a set of advised
future behavioursS(o). A conflict-tolerant controller is

no different from a classical controller, but satisfies the
tolerant specS iff after every possible uncontrolled plant
behaviouro, the plant behaviour controlled according to
the controllers advice, is contained (o).

Fig 7 shows a plant model of a water tank where
w represents the level of water in the tank, gnds a
controllable switched input which turns a pump on= 1)
or off (p = 0) to pump in water into the tank.

Fig 8 shows a conflict-tolerant specification which re-
quires the water level to be maintained between 2 and
4. When the level goes outside this range, its advice is to
restore the level within 2 seconds. The stateandp, are
used by the specification to track a given plant behaviour
o to reach a given configuratiofy, v). The states to the
right (¢1, ¢2) denote the behaviours that are advised after
o, and these behaviours are obtained by taking the dashed
transition starting in the configuratiofy,v), and then
generating the allowed behaviours.

Finally Fig 9 shows a controller for the plant which
controls the inpup to the plant, and which meets the given
tolerant specification.

In summary, we have proposed a novel framework for
supervisory control which has several advantages. Here
one begins with a modular conflict-tolerant specification
for each controller which isndependenof other features
envisaged for the system. A vendor must now design a
controller which meets the given tolerant specification.
Each individual controller can be validated against its
tolerant specification, sometimes in an automated fashion,



Fig. 9. A conflict-tolerant controller.

using some of the techniques we have described. Finally,
a product containing several features, with a given priori-
tization of these features, can be synthesized easily from
the collection of controllers. The product thus constrdcte
is guaranteed to be “correct” by construction.

Most of the work described here appears in a couple of
earlier papers by the authors in [4], [5], and some of it is
ongoing work whose details will be published elsewhere.
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